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EXECUTIVE SUMMARY

The UK introduced the world’s first fully open register of the real owners
of its companies in 2016, leading the world in the fight against corruption.
While the register has the potential to make it much more difficult for
criminals and the corrupt to launder dirty cash through UK companies, new
Global Witness analysis reveals significant issues with ensuring data
quality and compliance. To tackle this problem, Companies House needs
clear responsibility and more resource to verify the register, enabling it to

fulfil its potential to fight crime.

WHAT WE DID

Working with a group of volunteer data scientists at DataKind UK, Global Witness analysed the data
looking for mistakes and suspicious signs, while also comparing information in the register with
other datasets. This provided us with an unprecedented overview of UK company ownership today
and allowed us to identify loopholes, information gaps and suspicious activity.

WHAT WE FOUND

For most companies registering their beneficial owners - known as Persons of Significant Control
(PSC) in the UK - is straightforward, with an average of 1.13 beneficial owners for each UK company.
In fact, after two years, 87% - almost 3.6 million companies - of companies are filing at least one
beneficial owner. However, our analysis also reveals that thousands of companies are filing highly
suspicious entries or not complying with the rules - problems we never would have found were it
not for the open data nature of the register. Common methods for avoiding disclosure of a
company’s real owners include filing a statement that the company has none, disclosing an
ineligible foreign company as the beneficial owner, using nominees or creating circular ownership
structures.

© More than 335,000 companies® declare they have no beneficial owner — which is allowed if no
individual holds more than 25% of the shares of the company

© More than 10,000 companies declare a foreign company as their beneficial owner which is
unlikely to meet the requirements — of these 72% of are linked to a secrecy jurisdiction?

© More than 9,000 companies are controlled by beneficial owners who control over 100
companies



© 328 companies are part of circular ownership structures, where they appear to control
themselves

We also developed an initial red flagging system to help uncover higher risk entries. While none of
these red flags in themselves indicate wrongdoing, they can inform which companies should be
subject to further scrutiny. We found:

© 345 companies have a beneficial owner who is a disqualified director

© 390 companies have company officers or beneficial owners who are politicians elected to
national legislatures, either in the UK or in another country?

© 7,848 companies share a beneficial owner, officer or registered postcode with a company
suspected of having been involved in money laundering*

© More than 208,000 companies are registered at a company factory®

RECOMMENDATIONS

© The UK Government should clearly mandate and resource Companies House to verify beneficial
ownership data submitted to the register and sanction non-compliance.

© Companies House should develop a capability to identify and investigate suspicious activity
revealed in the data, in coordination with other relevant Government departments.

© Loopholes for suppressing beneficial ownership information need to be closed, including by
making it more difficult to file statements saying there is no beneficial owner and checking up on
companies that are listed as the controlling entity.

GLOBAL SIGNIFICANCE

These findings come at a critical time as a growing number of countries commit to similar registers,
highlighting the need to create verified open data registers from the outset. As demonstrated with
this analysis, there are huge public dividends for making beneficial ownership information available
as open data, not least helping to deter and detect crime and restoring public trust in UK
companies. By acting on the problems revealed in this report, the UK can create a model beneficial
ownership register that can guide other countries.
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l. INTRODUCTION
WHAT WE SET OUT TO DO

In 2016, the UK led the world by creating the first fully open register of the people who own and
control UK companies - known as Persons of Significant Control (PSC). By making the register
available as open data, the UK Government signalled that it recognised the importance of company
transparency for tackling the global challenges of corruption, money laundering and other crimes.
However, this analysis by Global Witness finds that the real people behind thousands of companies
are still going unidentified and data is not subject to sufficient scrutiny.

In the largest-ever analysis of the data on PSCs of UK companies, Global Witness and collaborator
DataKind UK looked into more than 10 million corporate records from Companies House. We used
cloud computing to analyse and combine the PSC data with other datasets (e.g. on politicians,
company officers), and ran analytical scripts to identify mistakes and suspicious filings. This has
given us a wealth of information on UK company ownership and helped answer the following
questions:

© What does control of the average UK company look like?
© What is the quality of the data in the PSC register?

© What is the extent of non-compliance with the register?
(>

What are the remaining loopholes for hiding company ownership?

Given the average UK company only has 1.13 PSCs, registering PSCs should be a straightforward
task for most companies. Yet, while the vast majority of companies are complying, our analysis
shows that loopholes in the rules and a lack of checks by Companies House on information
submitted undermines the potential of the register to detect and deter crime.

These findings come at a pivotal time for the UK. There is a planned review of the register in 2019°
and the Financial Action Task Force (FATF) is currently assessing the UK's ability to protect its
financial system from abuses.

As the first fully open register of its kind, this assessment of the UK’s PSC register also has wider
global significance, and can help inform other countries planning to set up similar registers. All EU
Member States will be required to set up public registers of beneficial owners of companies as part
of recent revisions to the EU Anti-Money Laundering Directive, which take effect this summer.

In addition, recent developments in the UK will mean that UK Overseas Territories will have to set
up similar registers. In fact, at least 43 jurisdictions are required to or have already implemented a
public register of beneficial ownership for companies. This makes it increasingly important to take
stock of progress so far — and, crucially, to highlight areas forimprovement in the UK and across the
world. That is what this report aims to do.
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GLOSSARY

Persons Of Significant Control: The UK Government refers to people who ultimately
own and control companies as Persons of Significant Control. Internationally, such
people are commonly referred to as beneficial owners. Under UK rules, an individual
qualifies as a Person of Significant Control if they:

Hold more than 25% of the shares in the company; or

Hold more than 25% of voting rights in the company; or

Hold the right to appoint or remove the majority of the board of directors of the
company; or

Hold the right or actually exercise significant influence or control over the company
through other means or via a trust, meeting any of the above conditions in relation
to the company.’

Corporate PSC: A PSC is by definition an individual, but UK and foreign companies may
be listed as a controlling entity in the Register if they are both ’relevant’ (i.e. they
exercise control over a UK company, satisfying the criteria for a Relevant Legal Entity)
and they are also ’registrable‘ (i.e. the first legal entity in the ownership chain). A
Relevant Legal Entity must fulfil one of the criteria for exercising significant control as a
PSC and either holds its own PSC register or be listed on one of the relevant stock
exchanges (i.e. in the European Economic Area, Japan, Israel, Switzerland, USA).®
However, our analysis finds that many corporate PSCs listed in the register are not valid
Relevant Legal Entities. For the purposes of this briefing, we refer to controlling

companies as corporate PSCs, as this is how it appears in Companies House data.

Open Data: Digital information that can be freely used, modified and shared by anyone
for any purpose (subject, at most, to requirements that preserve provenance and
openness). Open data formats are machine readable, meaning a computer can process
them. A scanned PDF document is generally not considered machine readable whereas
an Excel spreadsheet is.
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WHY COMPANY OWNERSHIP MATTERS 66
The secret to success is

Money launderers, corrupt politicians, terrorists, arms .
y Pt P to own nothing, but control

traffickers, drug smugglers and tax evaders all rely on two
things to move their dirty money: company structures that
allow them to hide their identity, and banks and other
professionals willing to do business with them. At the
moment both are all-too available. A World Bank study of more than 200 cases of large-scale
corruption cases between 1980 and 2010 showed the use of anonymous shell companies in nearly
70% of them.?

everything.”

Nelson Rockefeller

The current financial system makes it simple to hide and move suspect funds around the world. It
is quick, easy and relatively cheap to create layer upon layer of anonymous companies spanning
multiple jurisdictions, resulting in an almost impossible task for law enforcement to track down the
real human being behind the money. Additional secrecy can be achieved by using nominees in place
of real owners, and by incorporating part of the structure in a secrecy jurisdiction.

In 2014, the head of the UK’s Metropolitan Police

SECRECY JURISDICTIONS (or ‘tax proceeds of corruption unit called anonymous
companies “the single biggest obstacle to

investigating corruption cases”.*? Until recently,

havens’)

According to the Tax Justice Network’s almost no information was publicly available on
Financial Secrecy Index, a secrecy the true beneficial owners of companies around
jurisdiction “provides facilities that the world, perpetuating the opacity that allows
enable people or entities to escape or corrupt networks to thrive.

undermine laws, rules and regulations of

e e . There are serious human and financial costs to
other jurisdictions, using secrecy as the

money laundering. It fosters corruption and crime,
distorts economies, fuels instability, undermines
democracies and stalls development, including in
some of the poorest countries of the world.
Estimates for the global detection rates of illicit

prime tool.”* For the purposes of this
analysis, Global Witness has limited the
scope to those jurisdictions with a secrecy
score of over 60 in the Financial Secrecy
Index2018.1*

funds are as low as 1% for criminal proceeds, while
the seizure rate is thought to be even lower, at
0.2% per cent.®

MONEY LAUNDERING IN THE UK

The UK remains a jurisdiction of choice for criminals who want to launder their money. As a major
global financial centre and the world’s largest hub for cross-border banking, the UK’s money
laundering challenge is significant. The National Crime Agency (NCA) believes there is a realistic
possibility that money laundering impacting the UK annually may well be in the hundreds of billions
of pounds, according to their 2018 report.*

The UK's easy, low-cost and no-questions-asked approach to company formation has exacerbated
this problem, making UK companies an attractive proposition for people wishing to make dirty
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money look clean. The NCA’s 2018 assessment of serious and organised crime found, “The ease with
which UK companies can be opened, and the appearance of legitimacy that they provide, means
they are used extensively to launder money derived both from criminal activity in the UK and from

TIMELINE

© 18 June 2013 - UK Government commits to

setting up a central registry of beneficial
owners of companies at the Lough Erne G8
Summit.

31 October 2013 - UK Prime Minister, David
Cameron, announces that information on
beneficial owners of UK companies will be
publicly accessible at the Open Government
Partnership Summit.

6 April 2016 - New law comes into effect
requiring all UK companies to keep a
register of their beneficial owners.

30 June 2016 - UK companies (except listed
companies) and limited liability
partnerships (LLPs) are required to declare
PSC information each year when issuing
their annual confirmation statement to
Companies House.

26 June 2017 - PSC rules are amended
requiring UK companies to register any
changes to their PSCs within 28 days of them
occurring. The scope of the PSC regime is
widened to include Scottish Limited
Partnerships, individuals and legal entities
with significant control over unregistered
companies, companies on prescribed
markets, and eligible Scottish partnerships.

overseas.” Company incorporation happens
either directly through Companies House or
through Trust and Company Service
Providers who create companies on behalf

of their clients.

While the 2017 UK Money Laundering
Regulations require Trust and Company
Service Providers to conduct customer due
diligence when incorporating a company,*
bizarrely Companies House is not
considered a commercial business provider
and is therefore not required to do so,
despite being responsible for 40% of
incorporations.’® Following years of lax
policy towards company formation, there
has been a proliferation of ‘company
factories’ with thousands of companies
listed at a single UK address and little to
suggest any meaningful business.

UK companies have been at the centre of
some of the biggest money laundering and
corruption scandals of recent years,"”
including the Panama Papers'® and the
Russian®® and Azerbaijani®® Laundromats.
Research from Transparency International
UK identified 766 UK corporate vehicles
allegedly used in 52 large-scale corruption
and money laundering cases accounting for
nearly £80 billion.* This comes at a great
cost: not only does it affect individuals and

countries losing out from corruption, it undermines the UK as a global standard setter and as a
reputable place to do business.?? The only way to restore public trust in UK companies is to ensure
that there is transparency in corporate structures, with no place for criminals to hide.
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WHY OPEN DATA MATTERS

Thereis a growing political consensus that transparency of beneficial ownership can make it harder
for people to hide the proceeds of crime and corruption. The form this transparency should take,
however, is a source of contention.? Although all 28 EU countries will be required to set up public
registers under new EU rules, there is no obligation for these registers to be in open data format and
they could even choose to put this data behind a paywall. Many other countries, including the US,
are not even systematically collecting this information in centralised registers.

Global Witness and others have long argued that the most effective way for beneficial ownership
registers to realise their potential and improve data quality is to make it public, freely accessible,
and in open data format.**

\__JI_J&J@M

The G8 Summlt in June 2013 saw world leaders sign the Open Data Charter which recognised the
central role open data can play in improving government and governance. © Jewel Samad, AFP

The UK took this route when it made this register the world’s first open data register of beneficial
ownershipin June 2016. Open datais information without legal restriction on its reuse - beyond the
requirement to attribute the source - and that is made available in bulk in a machine readable
format.”
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Open data registers have a number of advantages over closed systems:*

Open data enables wider use of the data in
question, ensuring a broader range of people can
benefit from the information. The UK beneficial
ownership register is a testament to this fact. As
there is no paywall or restriction to use, major
internet search engines index the register, enabling
the public to easily access individual records without
knowledge of how to use the Companies House
website itself. Statistics show paywalls were an
important barrier to the use of UK company data (see
box).

SHARP INCREASE IN USE OF
COMPANY DATA

Since paywalls were removed in
June 2015, access to UK company
registry data has
exponentially to over 2 billion data

grown

searches a year,”” compared with
just over 6 million access requests a
year for paid information during

© Open data registers enable thorough analysis of [RAZRAZSE LFIPIGERGEEAER
data contained within them, including providing a  [CHENGCESGIUCE I EEI EIE]
birds-eye view to assess data completeness and month  for  PSC  information
quality as a whole, as opposed to systems where itis  [IESeUUCIN i LIER U ISR G EL:
only possible to search per record. This is a huge [RUSGISELIEEUETRCIRGIEELT-E
advantage of the UK PSC register. ofinformation, far exceeding access
. . through closed information

© Open data systems can improve data quality and .

p he i e for Wi hank h exchange systems. In comparison,
re utt):e t ef mcentllve ::r ying, t an's. to the the UK Exchange of Notes
_num er. ° Peop e who can scrutinise the arrangements with the British
information. Without the open data format of the UK .

) ) Overseas Territories and Crown
PSC register, Global Witness would never have been . -
T ) . Dependencies shared beneficial
able to identify potential non-compliance and .. . .
i i ] ] ownership information with law
mistakes. In closed systems - including registers that . :
‘oublic’ but behind llorth hatd enforcement just over 70 times
are ‘public’ but behin apaywa or those that do not since 2016.%
support access to raw data - it would be much more
difficult to identify these issues.
© Open data registers can be linked to other public

interest datasets such as information on politically exposed individuals, sanctions lists or
procurement. Combining PSC information with other data sources can enable investigative
journalists to undertake public interest research.

© Open data systems, when correctly implemented, allow for the development of a multitude
of new tools and systems by civil society and the private sector. In this case, Global Witness
used the UK PSC register to create tools tailored to the needs of anti-corruption campaigners
and investigative journalists (see p.20).
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MEASURING THE IMPACT OF THE REGISTER

In June 2017, the PSC transparency rules expanded to include Scottish Limited Partnerships
(SLPs). SLPs became notorious in recent years for their association with corruption,
organised crime and tax evasion.** Until the introduction of the PSC regime, there was no
structured data on the beneficial owners of SLPs via Companies House - probably one of the
reasons that they were so attractive to criminals. Since SLPs opened up, rates of
incorporation of SLPs have plummeted to their lowest level for 7 years, 80% lower in the last
quarter of 2017 than its peak at the end of 2015. This demonstrates the impact that beneficial
ownership transparency can have in driving down the abuse of corporate vehicles.

RATE OF SLP INCORPORATION PER QUARTER

The PSC regime was introduced for SLPs in June 2017. There was an immediate drop in the rate of incorporation of these vehicles.

PSC regime introduced
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Source: Companies House «
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WHAT THE DATA TELLS US

All statistics are based on an analysis of the UK’s Persons of Significant Control register accurate as of 1st March 2018. More information on
the methodology for this project is available at https://github.com/Global-Witness.

WHO CONTROLS THE AVERAGE UK COMPANY?

Average PSCs per company (mean) 1.13
Most common (mode) number of PSCs per company 1
Number of active companies that declare at least one PSC 3,564,902

Total number of companies that appear in the register (including those that declare
they have no PSC and those that are no longer active) 4,187,505

As of 1°* March 2018, the most common nationality for a PSC is British, covering 80% of all individual
PSCs.*? Almost two years after the launch of the register, 87% of active companies - or 3.6 million
companies - to which the PSC regime applies®* are filing at least one PSC on the register. Of the 13%
of companies that have not filed a PSC, not all of these are necessarily non-compliant. As per the
UK’s rules, valid reasons for not disclosing a PSC include companies with more than four
shareholders (e.g. where no individual holds at least 25% or more shares in the company). Only 58
companies claimed a trading exemption, which companies can receive if they have their shares
listed on a relevant regulated stock exchange.** However, a number of these seem unlikely -
including a small bed and breakfast, which we would not expect to see listed on a stock exchange.
A further 199 individual PSCs have secured the right to keep their details off the public register, on

TO FILE ORNOT TO FILE

Chart showing the proportion of active companies to which the PSC regime applies who currently disclose at least one
PSC, a statement or nothing at all.

Have not supplied any

/ information to the Register

Disclosed statement saying it
__— has no PSC or is trying to find
them

Total:
4,096,049

Disclosed at

least one PSC

87%

Source: Companies House -
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https://github.com/Global-Witness

the grounds that they face a serious risk of violence or intimidation. Overall, the vast majority of
companies appear to be capable of identifying their PSCs and making them public.

DISTRIBUTION OF PSCS PER COMPANY
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Alarmingly though, 35% of SLPs on the register say they have not yet completed the steps to find
their PSCs. While the PSC regime has only applied to SLPs for eight months, it is worth asking why
SLPs are struggling to comply in such large numbers. As a point of comparison, six months after the
register came into force and before SLPs needed to comply, only 1% of UK companies reported that
they had not yet completed the steps to find their PSCs.* It is unclear why SLPs are not complying,
but the well-publicised use of SLPs in recent money laundering scandals makes it a cause for

STEPS NOT YET COMPLETED TO FIND PSC BY COMPANY TYPE

Chart showing the proportion of companies by type which have not yet completed the steps to find their PSCs.
The proportion of companies that have not yet completed the steps taken to find their PSC across the whole
registeris 0.05%.

England & Wales Limited Liability l 199%
Partnership Eev

Scottish Limited Liability Partnership I0.81%
England & Wales Limited Company |0.36%

Scottish Limited Company |0.2%

Source: Companies House -
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concern. Taking the PSC register as a whole, as of 1st March 2018, less than 1% of companies
reported that they had not yet completed the steps to find their PSCs.

WHAT IS THE QUALITY OF THE DATA IN THE PSC REGISTER?

Almost all government datasets have gaps that reduce data quality and its usability.** The UK PSC
register is no exception. While the PSC data does suffer from some data quality issues, overall the
datais good quality and is provided in a way that enables a broad range of people and organisations
to make use of it. The issues that we have found include:

© Lack of unique identifiers for individual PSCs, making it less easy to analyse. While the register
includes the month and year of birth for an individual PSC, this is not enough in some cases to
distinguish between two people, particularly for common names. The use of a correspondence
address in combination with month and year of birth to create a unique ID for the PSC may also
not be effective, as PSCs often list different correspondence addresses for different companies
under their control. This makes it very difficult to accurately assess how many and which
companies a given person actually controls. This is a fundamental challenge for investigations
using PSC data.

© Lack of standardisation for certain data fields, which would help ensure the data provided is
valid and realistic. For example, we found a number of PSCs with impossible or highly unlikely
dates of birth, including someone who has not yet been born. Although the number of
impossible dates of birth was small, it suggests there may be a wider problem of data validation.
We found similar issues with misspellings and inconsistencies in both the nationality and
address country fields, making it hard to summarise information using these fields. Companies
House has since addressed this issue by introducing data validation from the outset in the new
incorporation form, using age prompts and restricted menus rather than free text input fields.

POTENTIAL NON-COMPLIANCE AND LOOPHOLES IN THE PSC REGISTER

Number of companies that declare they have no PSC 335,010

Number of companies that declare they have a corporate PSC which is unlikely to

be a Relevant Legal Entity 10,150
Number of companies controlled by PSCs that control over 100 companies 9,199
Number of companies that are part of circular ownership structures 328

Companies House claims that around 1.5% of active companies are not currently complying with
the PSC legislation.*” This figure primarily reflects the number of companies under the PSC regime
who have not submitted any information to the PSC register. In many cases, this is because they
have an overdue confirmation statement.
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However, based on our analysis, there is likely to be a far higher proportion of companies that are
not complying with the law. This includes cases where people have misunderstood what it means
to be a PSC, which should decrease over time. While it is impossible to put an exact number on it,
we looked at a set of likely indicators for PSC non-compliance. We found at least four ways in which
individuals may be suppressing information on who really controls companies, which requires
further investigation by Companies House.

1. Filing a statement saying that a company has no PSC - Companies can say they have no PSC
without any supporting evidence or checks by Companies House. In total, 335,010 companies
have filed statements saying they have no PSC. While many companies legitimately fall into the
category of having no qualifying PSC (e.g. because they have five or more shareholders), there
is reason to believe that some companies may be using these filings to avoid disclosing their
true owners. The fact that Companies House does not currently question these filings means
they could be a way of skirting the law.

Companies at some registered addresses appear to be using this technique very frequently. To
explore the extent, we examined addresses where more than 100 companies were registered -
often a sign that company service providers run a company. On average 3% of these companies
declared that they did not have a PSC, though at some of these addresses, 99% of the companies
registered there claimed they had no PSC. Such addresses are clear outliers and warrant further
attention by Companies House.

2. Naming a corporate PSC that is registered in a country that does not have an eligible stock
exchange - The PSC regime allows companies to claim their PSC s a foreign corporation as long
as they are listed on "regulated markets”. Yet we found 10,150 companies that list a corporate
PSC not registered in any of the eligible countries.*®In fact, nearly three-quarters (72%) of these
foreign corporate PSCs are registered or have a correspondence address in a secrecy
jurisdiction (see definition p. ). By definition, secrecy jurisdictions have low levels of corporate
transparency, resulting in little or no public information on company owners. As a result,
thousands of UK companies still have their ownership obscured through companies in secrecy
jurisdictions, which is exactly what the PSC register was meant to overcome.

3. Disclosing a person as the PSC who is also a PSC for hundreds of other companies - Our
analysis shows that over 9,000 companies are controlled by individuals who control more than
100 companies. We have found one individual, Michael Gleissner, who controls more than 1,000
companies. While there may be legitimate explanations for why one person controls a very large
number of companies, it suggests some individuals could be acting as ‘nominee’ PSCs in place
of real owners. The whole purpose of the PSC regime is to reveal the real owners of companies,
making the appearance of possible nominees problematic. However, while the PSC regime may
still have weakness with respect to nominees, it has forced many companies who previously
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made extensive use of nominee

DIRECTORS VS PSCS directors to disclose much more
Non-corporate directors that detailed data on who really
direct more than 100 802 controls them. There are only 31
companies PSCs who control more than 100
Non-corporate PSCs that companies, while there are over
control more than 100 I 3 800 directors who direct more than

companies

100 companies.®
Source: Companies House & OpenCorporates »

4. Circular control structures - A circular control structure is a group of UK companies that file
another UK company as their PSC, with the final company filing the first company in the group
as its PSC. The simplest example of this is where company A files company B as its PSC and
company B then files company A as its PSC. UK corporate law prohibits circular shareholding.
Yet we have identified 328 companies on the PSC register that are part of circular control

structures.
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A snapshot of a sample circular control structures from the visual exploration tool Global Witness and
DataKind UK developed for this project
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PRIVATBANK

PrivatBank ATM, Ukraine © NurPhoto, Getty Images

PrivatBank is the largest commercial lender in the Ukraine, founded by the Ukrainian
oligarchs Igor Kolomoisky and Gennady Bogolyubov in the early 1990s. It handles more than
a third of private deposits in the country and services more than 20 million Ukrainians -
around half the country's population.” In December 2016, PrivatBank was declared
insolvent and nationalised,* costing the government more than the entire amount of aid
Ukraine has received from the IMF since the 2014 revolution.*

PrivatBank now claims that Kolomoisky and Bogolyubov siphoned off an alleged $1.7 billion
from the bank through a series of fraudulent loans to shell companies - essentially profiting
from the demise of their own bank.*® A UK court case has been launched by PrivatBank
against Kolomoisky and Bogolyubov, who, they argue, are the ultimate beneficial owners of
the shell companies through which money was stolen.*

The biggest share of the alleged stolen funds is said to have been transferred to the accounts
of three UK companies: Teamtrend Limited (5494 million), Trade Point Agro Limited ($501
million), and Collyer Limited ($721 million).* In 2017, when the UK’s PSC rules had already
come into force, all three of these companies claimed that they had “reasonable cause to
believe” the companies did not have a PSC.* However, between 21 February and 12 March
2018, both Teamtrend Limited and Collyer Limited listed Ukrainian national Melnyk Serhii as
their PSC. Mr Serhii’s correspondence address is in Dnipro in central Ukraine, the city where
PrivatBank has its headquarters.*

Checks by Reuters found no sign of the companies at their addresses listed in London.*® In
December 2017, a High Court judge ordered a worldwide freeze on $2.5bn (£1.9bn) worth of
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the assets held by the former owners.* It is worth noting Teamtrend Limited was the subject
of a separate UK court case in 2004 involving Kolomoisky.>

If the UK’s PSC register worked more effectively, it should be possible to identify the past and
current beneficial owners of these three UK companies. The fact that companies already
suspected of wrongdoing can claim they have no PSC with no further checks by Companies
House presents a glaring loophole. Proof of PSC details and proactive follow-up by
Companies House would be an important step in dealing with this problem.

There are wider allegations of wrongdoing at PrivatBank. A Kroll investigation
commissioned by the National Bank of Ukraine in 2017 found that PrivatBank had lost at

least $5.5 billion as a result of “large scale and co-ordinated fraud over at least a 10-year
period” before the state took over.** The analysis also found that 95% of loans issued by
PrivatBank went to people related to the former owners of the bank and that the bank had

been subject to a “large coordinated money laundering scheme”.>*In response to the Kroll
report, Kolomoisky said: “It is nonsense, which there is no point commenting on...The main
question is where was the money withdrawn to and when? All the rest is fiction.”

Kolomoisky and Bogolyubov have repeatedly denied the allegations against them, claiming
that the takeover of PrivatBank was politically motivated and that the bank was solvent
before it was nationalised.**

GLOBAL WITNESS 17 THE COMPANIES WE KEEP JULY 2019



THE MYSTERY ON BAKER STREET: STILL UNSOLVED
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In July 2015, Global Witness revealed that big chunks of Baker Street were owned by a
mysterious figure with close ties to Rakhat Aliyev - a former Kazakh secret police chief
accused of murder and money laundering. The property empire included 221 Baker Street -
where Sherlock Holmes would have lived had he and his fictional apartment 221b really
existed.

As we outlined in our report®, between 2008 and 2010 four UK companies acquired a
collection of leasehold and freehold properties on Baker Street, two properties near Hyde
Park and one in Highgate, worth just over £147 million in total. The properties were held in a
corporate chain that included the following UK companies: Farmont Baker Street Limited
(“Farmont”); Dynamic Estates Limited (“Dynamic”); Parkview Estates Management Limited
(“Parkview”) and Greatex Limited. All of these companies were controlled by the same
British Virgin Islands (BVI) company, which changed its name almost every year from 2008
until the date of the report (July 2015).

In May 2018, Global Witness checked the PSC register to see what it revealed about the
ownership of these companies. We discovered that:

Farmont,* Dynamic® and Parkview®® filed confirmation statements and accounts in 2017,
stating that the companies had no PSC.*®

The current and former directors of Farmont, Dynamic and Parkview, some of whom could
be linked to the Kazakh first family in our 2015 report,* remain in place, although the entire
network of companies was sold in April 2016 to a real estate company incorporated in the
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United Arab Emirates.®* There is no suggestion that this new owner has links to the Kazakh
first family.®

Greatex Limited also appears to have been sold to a new buyer in April 2016 - this time to a
Nigerian oil and gas magnate who has registered himself as the PSC.%

In 2015 Global Witness called for an investigation into these companies, the properties they
own and the real persons behind them. The fact that the true owners have not come to light
- despite the very clear and very public red flags around these companies - demonstrates a
weakness in the PSC system. If the UK’s PSC register was working more effectively, we would
be able to identify the real ultimate owner of Farmont, Dynamic and Parkview and trace
whether they had any connections to the previous owner, whose links to the Kazakh first
family were established in our report. But these facts remain shrouded in mystery and will
remain so until Companies House stops accepting at face value statements from companies
who claim they have no PSC, particularly when they have serious red flags linked to their
dealings.

Following Global Witness’ report, in May 2016 the UK Government promised to create a
public register naming the owners of all overseas companies that own UK properties.®
Legislation creating that register is expected to be tabled in early 2019, with the register set
to go online by 2021. However, as the Baker Street properties were nominally owned by UK
companies, the names of their real owners should already have been made public.

SPINNING WEBS: THE NETWORKED NATURE OF BENEFICIAL OWNERSHIP

As described above, under certain
conditions a company can file another
company as a PSCif the controlling entity is
a’Relevant Legal Entity‘ (see definition p.4).
This means companies in the same
corporate group, owned by the same
parent company, can avoid making
duplicate filings. The data can therefore
reveal complicated chains of corporate
ownership. Take for instance the control
structure visualised here (right), which
includes a number of private investment
firms. The control structure includes more

than 100 separate firms, all connected to
one another via relationships of control.

If a company at the top of a chain of corporate ownership is either non-compliant with the PSC
regime or using one of the methods outlined to suppress information about their true owners, all
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the companies in that chain will benefit from this secrecy. The networked nature of beneficial
ownership means that, in addition to the 381,052 companies that have filed a 'no PSC' statement,
another 46,042 companies are part of structures that are ultimately controlled by such companies.

WORKING WITH THE DATA: USING THE PSC REGISTER TO PRODUCE
INVESTIGATIVE INSIGHTS

During this project, Global Witness built two tools that utilise the readability and bulk availability
of the data to support corruption investigations, including by journalists, demonstrating the
importance of open beneficial ownership information:

© Anautomated system for red flagging companies
© Avisual tool for exploring the PSC register and other associated public interest datasets

Government and law enforcement could similarly develop investigative tools or techniques that
use PSC data to better serve their goals, such as increasing compliance or policing the register.

TOWARDS A SYSTEM FOR RED FLAGGING SUSPICIOUS COMPANIES

Companies House and other UK authorities face a huge challenge in policing over 4 million PSC
filings. Currently it is difficult to identify suspicious companies among the large number of
potentially non-compliant companies (e.g. companies that do not disclose a PSC). Companies
House needs to find a way to sift through these filings and focus its resources on high risk
companies, particularly those most likely to be involved in suspicious activity.

With the aim of developing such a system, Global Witness encoded a set of red flags for corruption,
financial crime and money laundering based on guidance from international standard setters, the
UK Government, and past Global Witness reports. The red flags do not in themselves indicate any
wrongdoing by a company, but should serve as a starting point for further due diligence. After
encoding the red flags as additional fields in the PSC dataset, we ranked companies according to
the sum of their scores across the red flags. We found 2,682 companies had three or more red flags
present, suggesting they would merit further investigation.
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Number of companies

Red flag that have this flag
Company was registered at a company factory or mailbox address® 208,572%
PSCs of company are disqualified directors®” 345

Company shares a PSC, officer or registered postcode with a company
suspected of having been involved in money laundering®® 7,848%

Officers or PSCs are based in secrecy jurisdictions e.g. British Virgin Islands™ 140,409

Company officers or PSCs are politicians™ 3907
Company frequently changes its name™ 416"
Company’s PSCs function as PSCs for a large number of other companies™ 9,199""
Company is controlled via a trust™ 143,939

Global Witness’ pilot demonstrates that automated approaches for red flagging suspicious
companies are relatively straightforward to develop. The system uses only existing open-source
technology and publicly available data on UK companies implicated in previous money laundering
scandals. Financial institutions increasingly use similar, more sophisticated systems for due
diligence and risk analysis,* while Companies House has yet to adopt them. This could be a way
for Companies House to identify companies requiring additional scrutiny and help detect UK
companies used for criminal purposes.

THE £10 MILLION SMUGGLING RING & THE 700 COMPANIES WITH NO PSC

During our analysis of addresses at which a large number of companies are registered, we
found that some locations had a particularly high proportion of companies declaring that
they had no PSC. One of these addresses was a business centre in Leeds where 95% of all
1,157 companies registered there said they had no PSC. 761 of the companies declaring they
have no PSC were directed by Marc Feldman - a person with two convictions for fraud and
tax evasion, partly related to his role in a £10 million smuggling ring.®* Many of these

companies were dormant.®

Despite Feldman’s earlier conviction for using companies to defraud others, he was able to
maintain a large network of dormant companies making no PSC declarations, raising further
questions about the lack of checks on PSC filings. Companies House and relevant UK
authorities should look into this specific case as well as routinely scrutinising companies that
have links to individuals with a history of wrongdoing, including via PSCs and officers.
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ANALYSING AND VISUALISING NETWORKS OF UK COMPANY DATA

The second tool Global Witness created in partnership with DataKind UK was a visual tool for
exploring the PSC register and other associated datasets. While Companies House offers a web
interface for searching the PSC information, this tool allows for ways of using the data that the
original website does not cover. Here are some examples:

© Identifying patterns - Some loopholes only manifest themselves as patterns. The clearest
example of this is circular ownership structures, as explained above. In addition, the PSC tool
introduces the possibility of asking not only which entities directly control a company but also
which entities exercise control via other companies. We have seen how some of the issues with
the current UK register - such as foreign corporate PSCs which are unlikely to be listed on a
relevant stock exchange - are more extensive when relationships of indirect control are
considered. If you want to find and quantify the extent of indirect control, it is useful to employ
database technologies that naturally focus on the relationships between entities. So-called
“graph” or “network” databases lend themselves to this type of enquiry.®

© Exploring relationships - Relationships between a large set of individuals, companies and
addresses can be complicated. An interactive visual interface can enable the user to identify
connections they might not otherwise have found using the simple web search interface or
table. We used a tool called Linkurious, which sits on top of Neo4J - a widely used graph
database technology - to give Global Witness campaigners and our partners’ access to our
database and interrogate it intuitively.

© Cross-referencing with other datasets - The searchable database we built incorporated a
range of data sources including the Tax Justice Network Financial Secrecy Index 2018 and
information on politicians from EveryPolitician.org. Users can navigate seamlessly between the
two datasets and explore the business holdings of politicians. For example, this function can
help verify financial disclosures from politicians and identify discrepancies.
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THE PEOPLE WHO CONTROL THE MOST UK COMPANIES

Michael Gleissner (1,193 companies) - Michael Gleissner is a filmmaker®, entrepreneur and
prolific trade mark filer. Since establishing his first e-commerce company in 1989, he has
built up a vast portfolio companies, domain names and trade marks worldwide. In 2017, the
UK’s Intellectual Property Office ordered Gleissner to pay Apple £38,085 for filing trade mark
revocation proceedings with an ulterior purpose. Apple’s legal representative claimed
Gleissneris a ‘trade mark troll’, “i.e. an individual who abuses the trade mark system by filing
oppositions and revocation actions without legitimate commercial grounds for doing so,
and for the collateral purpose of extracting revenue from trade mark applicants and
proprietors.”® Gleissner rejected Apple’s claims against him, and stated he had never sought
any payment related to cancelling trade marks. According to Gleissner, his investment
company secures brands for start-ups in the form of trade marks and domain names.*

Peter Valaitis (997 companies) - Peter Valaitis is the Managing Director of Duport
Associates - a UK company formation agent established in 1997 which is authorised by
Companies House to submit electronic incorporations.®” According to its website, Duport
Associates registers around 10,000 new companies each year.® For £14 and in as little as 6
hours, it is possible to set up a new limited company through Duport’s software. As the vast
majority of companies under Valaitis’ control are dormant, it is likely that most of these
companies are ‘shelf companies’ - whose sole purpose is to be sold on to customers, as
advertised on Duport Associates’ website.* Some of the shelf companies available for
purchase through Duport are over 10 years old which, similar to a vintage wine, can bring
added credibility. Duport’s website describes this as “pick a flower - not a bud.”*® Another
possibility is that Duport created some of these companies as part of their service to reserve
a specific company name.*

Waris Khan (639 companies) - Waris Khan is a former director (2012-2014) of the notorious
company service provider Formations House, which was previously registered at 29 Harley
Street in London.*> A 2016 Guardian investigation®® found Formations House was home to
2,159 companies, some of which used this address for improper purposes, including
defrauding people of their investments. Waris Khan is also linked to the company D
Corporation Ltd (05071883), where he was a director between 4 July 2013 and 25 September

2013.°* D Corporation Ltd was made insolvent in 2015 on public interest grounds, after an

investigation found it was one of four companies involved in a scam selling “miracle”
software falsely guaranteeing profits for investors trading on the London Stock Exchange.®®
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NATIONALITIES

One example where our PSC research offers new insights relates to the nationalities of PSCs for
different corporate entities. Recent high-profile money laundering scandals, such as the Azeri and
Russian Laundromats, involved large numbers of Scottish Limited Partnerships (SLPs). The findings
further support the claims of aggressive marketing of SLPs to people in former Soviet countries,
where there are higher perceived money laundering risks.*

FORMER POST-SOVIET PSCS

Proportion of companies that declare their PSC is an individual with a correspondence address or citizenship in a former
Soviet Country.

Scottish Limited Partnership 43.15%
Scottish Limited Liability Partnership
Limited Liability Partnership (England & Wales) [kl

European Company (Societas Europaea) for .
England & Wales -4-l7ﬂ3

Limited Liability Partnership (Northern Ireland) - 3.07%
England & Wales Company |0.15%
Scottish Company |0.11%

These proportions only include companies that have disclosed at least one PSC. Former Soviet countries include
Armenia, Azerbaijan, Belarus, Estonia, Georgia, Kazakhstan, Kyrgyzstan, Latvia, Lithuania, Moldova, Russia, Russian
Federation, Tajikistan, Turkmenistan, Ukraine, Uzbekistan

Source: UK Companies House «

POLITICIANS

Another way of developing new insights into PSC data is by linking it to different datasets. As the
diagram below shows, using open data from the website EveryPolitician.org, which publishes
crowd-sourced data on politicians, we could identify politicians who are PSCs or company officers.
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We then imported this information into our visual exploration tool. This tool could be used by
journalists to cross-check the financial interests of politicians against what they declare on the
Register of Members’ Financial Interests.””

A UK CABINET MINISTER AND A ‘NO PSC’' STATEMENT

In April 2018, the Guardian and the Daily Telegraph reported that the Rt Hon Jeremy Hunt MP,
the UK’s Secretary of State for Health and Social Care, failed to declare his stake in Mare Pond
Properties Ltd when it incorporated in September 2017.%® The initial incorporation documents
claimed the company had no PSC, despite both

Hunt and his wife having stakes of over 25%in the

company.”

A spokesman for Jeremy Hunt said: “Jeremy’s
accountant made an error in the Companies
House filing which was a genuine oversight...

Although there was no personal gain involved,

Jeremy accepts these mistakes are his
responsibility and has apologised to the
parliamentary authorities.”'*

While there is no allegation of any intentional
wrongdoing by the Secretary of State, this case
demonstrates the need for more scrutiny of ‘no
PSC statements’ by Companies House,
particularly when a company is linked to a senior
politician, such as a Cabinet minister.

Jeremy Hunt © Rosie Hallam, Getty Images
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CHALLENGES & RECOMMENDATIONS

As the first register of its kind, the UK PSC register is ground-breaking and already serving as an
important model for other countries. Two years into implementation, the strengths and
weaknesses of the register are becoming increasingly apparent. There are several key areas where
the PSC register can be commended:

1) The register’s availability as open data. As detailed previously, the open data format of the
register provides a huge opportunity for law enforcement, Companies House, civil society
organisations, journalists and others to analyse the data for mistakes and suspicious behaviour,
as we have now done.

2) The ongoing efforts to update and improve the PSC rules to close new loopholes. Such
improvements include bringing new legal entities within scope (i.e. SLPs) and moving from
annual PSC registration to event-driven reporting, as required by the 4" EU Anti-Money
Laundering Directive in June 2017. Companies are now required to file changes to PSC within
28days, giving aboost to proactive compliance and enabling UK authorities to chase companies
that are failing to report or are taking too long to identify their beneficial owners.

3) A large-scale education drive by Companies House on the new PSC requirements, which
should result in a better ability to distinguish between suspicious filings and honest
misunderstandings about how to file PSC information correctly.

However, our analysis of the PSC register has also revealed some major gaps hampering the register
from achieving what it was set out to do. These include:

DATA VALIDATION - Ensuring data entered represents a valid possible entry and is complete
remains an important challenge for the register, making it much more difficult to cross-reference
PSC data with other datasets. Many of the data-quality issues could be overcome by changing the
way data is entered in the first place (e.g. validated UK addresses). As part of a new incorporation
form developed with HM Revenues and Customs (HMRC), Companies House has now created a more
intuitive process, integrating age prompts and validated nationality and country fields, due to be
rolled out by the end of June 2018.

© Companies House should integrate additional data validation systems, such as automated
checks, UK postal address validation and multiple-choice drop-down menus wherever possible
to improve data quality.
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DATA VERIFICATION - One of the biggest
weaknesses of the UK PSC register is the lack
of systematic verification of data submitted -
i.e. it is solely self-reported data from
companies. Verification is an important step
for increasing the accuracy of beneficial
ownership information, making it more
difficult and risky to lie. It would also in turn
help the Insolvency Service and law
enforcement agencies investigating financial
crime. However, Companies House is not
currently tasked with verification of PSC data
and there is limited proactive follow-up,
increasing the risk of misleading and
inaccurate data. Despite this clear need, as of
February 2018, the UK Government had no
plans to introduce automated verification of
beneficial ownership data.'®

Fortunately, the 5™ EU Anti-Money
Laundering Directive (2018) introduces new
requirements for EU countries to ensure
beneficial ownership data is “adequate,
accurate and current, and shall put in place
mechanisms to this effect.”’®* The new rules
also require entities conducting customer
due diligence, such as accountants, real
estate agents and banks, to file reports with
national authorities if they find discrepancies
between the information they have and
information in the public register.’** The EU
Directive suggests mentioning discrepancies

TOWARDS A BENEFICIAL OWNERSHIP
DATA STANDARD

As more countries launch public registers of
beneficial ownership, consistency in how data
is collected and shared is vital to ensure the
of this data is
OpenOwnership is an organisation building an
open, global beneficial ownership register that
will link data from around the world, allowing
users to track relationships across national

true potential realised.

boundaries.

As part of this, OpenOwnership is developing a
Beneficial Ownership Data Standard (the

Standard),®* a framework for collecting and

publishing beneficial ownership data so that it
can be linked across jurisdictions and with
other key datasets. Data published to the
Standard is more easily reused and higher
quality. For example, the Standard
recommends the use of ISO 2-Digit country
codes for nationality and jurisdiction of
incorporation, which could resolve some of the
registers' problems with inconsistent naming
of countries. The more countries publish to the
same standard, the simpler it will become to
tell the difference between a data entry error
and a genuine red flag.

in the register until they are resolved. The UK Government recently stated it would implement the
5% Anti-Money Laundering Directive, as the 2019 deadline for transposing the new rules falls within
the Brexit ‘implementation period’.*®

In addition to verification as set out in the EU rules, Companies House should take other steps to
verify and improve the accuracy of PSC data, such as:

© Requiring the submission of proof of identity, which would show that all named PSCs are existing
people. Denmark already requires beneficial owners to submit a scanned copy of their passport
or other national ID, limiting the possibilities for false registrations.!? This is a reasonable
request, given that proof of identity is also needed when opening a bank account.
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© Requiring the submission of documents proving ownership or control of the company. This could
include proof of shareholding through a company’s confirmation statement or voting rights set
out in its articles of association. While this would not necessarily rule out all false disclosures, it
would give Companies House a starting point for compliance work — and raise the stakes for
those submitting false filings, forcing them to produce some form of fraudulent document.

© Cross-checking data against other government datasets, in particular shareholder data, which
would help weed out inconsistencies.

© Making shareholder data for UK companies available as open data, which would in turn allow
this information to be cross-checked with PSC data.

© Improving systems for members of the public to report inaccuracies in the register, and
publishing statistics on the frequency and outcome of these reports. The feedback form could
also be linked to the function to ‘follow’ a company, enabling the reporter to receive updates on
actions that result from their submission. In addition, a drop-down menu that sends the report
directly to the appropriate team would ensure more effective follow-up, particularly as there is
likely to be a big increase in reporting from banks, lawyers, real estate agents and others as a
result of the 5" Anti-Money Laundering Directive.

© Increasing opportunities for collaboration with civil society and other relevant stakeholders to
improve verification systems and sharing learnings and best practices publicly, especially with
other data publishers.

IDENTIFYING SUSPICIOUS COMPANIES - One of the mostimportant gaps we have identified is that
Companies House does not currently have any system for proactively identifying suspicious
companies through PSC data. Our analysis identifies a number of ways in which UK companies
avoid disclosure of their PSCs - some of which are illegal under UK rules and should serve as a
prompt for further investigation.

We have also found that certain types of corporate entity are less likely to declare their PSCs,
notably SLPs and LLPs. Both SLPs and LLPs have a separate legal personality and as such, can
themselves open bank accounts or purchase property. In addition, an SLP does not have to file
financial accounts if either of its partners is a limited company. With these risk factors in mind, and
based on the fact that LLPs and SLPs are known to have been involved in previous money
laundering cases,' filings from SLPs and LLPs should automatically be subject to further scrutiny
by Companies House.
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RATE OF INCORPORATION OF NON-SCOTTISH LIMITED PARTNERSHIPS

Chart showing quarterly rate of incorporation for England & Wales and Northern Irish Limited Partnerships neither of
which the PSC regime applies to. In the quarter following the introduction of the PSC regime to Scottish Limited
Partnerships, the rate of incorporation for both partnership types hit an all time high.
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Companies House should also attune to new risks as they emerge. For example, we identified a
small but significant uptake in Northern Irish Limited Partnerships and England & Wales Limited
Partnerships since SLPs were required to disclose their PSCs. As the PSC regime extends to new
company types, money launderers will seek to exploit other less well known, and less regulated
corporate entities, to which the UK Government should be vigilant.

© Companies House should proactively identify and pursue cases of non-compliance, as well as
develop a red flagging system to identify suspicious companies for referral to law
enforcement.

© Companies House should invest more resource into data science approaches for examining
PSC data, including experimenting with network database technologies and automated
approaches for red flagging suspicious companies.

© The PSC regime should extend to include all relevant types of UK companies and
partnerships.

UNIQUE IDENTIFICATION - As highlighted in the data analysis (p.13), the public version of the PSC
register only discloses the name, and month and year of birth of the PSC. This can make it difficult
to see when several records refer to the same person. This is challenging, both for comparing entries
within the register and for cross-referencing the register with other datasets such as lists of
politicians, sanctions lists and company officers.

To address this problem Companies House should:
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© Allocate unique identifiers to individuals, in the form of a number sequence that is specific

to the database — not a piece of personal data such as a personal ID or passport number.

108

© Link PSC records with other company datasets held by Companies House, building on

existing technology that already links some records for company officers across companies.

This would identify individuals who are both PSCs and directors or secretaries of more than

one company, as well as help match records against other datasets.

CORPORATE PSCS - Under the PSC rules,
another company can control a company
if it is a ‘Relevant Legal Entity’ (RLE, see
p.5), meaning it should either itself
declare a PSC or receive an exemption if
listed on a relevant stock exchange.'* We
refer to these companies as corporate
PSCs. However, there is no systematic
verification of corporate PSCs, even with
simple steps such as checking its
company number. Similarly, it is possible
to file a foreign company as the corporate
PSC without having to provide any proof
that they are an existing company or their
listing on a relevant stock exchange. As a
result, there is a clear risk that companies
could obscure who controls them simply
by listing a corporate PSC.

At the same time, our analysis found only
58 companies filed a trading exemption -
a number far lower than we expected,
given the many UK companies listed on
the FTSE 100 and FTSE 250 alone. Of those
58 companies, we found a significant
number are unlikely to qualify for this
exemption, including, for example, a
small inn in Scotland. This raises

THE IMPORTANCE OF UNIQUE
IDENTIFIERS: JADE AND THE GENERALS

e —

Jade mine in Kachin State. Mvanmar © Minzavar

The use of unique identifiers to connect
individuals within corporate research can be
enormously powerful. A 2015 Global Witness
report revealed the network of military elites, US-
sanctioned drug lords and crony companies
controlling Myanmar’s multi-billion-dollar jade
industry. Without unique identifiers to connect
individuals, particularly in a context where some
names are very common, this pioneering analysis

would not have been possible.'®

questions again about the level of scrutiny applied to filings. As of 26 June 2018, Companies House
will be able to chase companies regarding this exemption, having allowed a year for companies to
update this information voluntarily in their annual confirmation statement. Some of the likely
misunderstanding when filings such exemptions will be partially addressed by a more intuitive
incorporation form expected by the end of June 2018.

Itis also unclear whether a listing on any of the specified relevant stock exchanges'*! - in European

Economic Area countries, Switzerland, the USA, Israel and Japan - offers comparable levels of
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transparency to the PSC register. The rationale for granting exemptions to companies listed on
these exchanges was that they already require disclosure of significant shareholdings.**? However,
since the list was originally developed, the PSC register has raised the bar for corporate
transparency standards.

© Companies House should verify the status of UK companies listed as corporate PSCs by
checking the company numbers supplied. To simplify this process, users could select valid
entities from a pre-populated multiple-choice list of company numbers.

© Companies House should verify the status of foreign corporate PSCs by asking for and
checking their company numbers (e.g. through third-party aggregators such as
OpenCorporates) and their ticker symbols (an identification code for a stock) if it is listed on
a relevant stock exchange.

© The UK Government should assess the shareholding transparency provisions for stock
exchanges that hold an exemption on the PSC register, and remove the exemption if they do
not provide equivalent transparency to the PSC regime. As part of this, the Government
should conduct checks on a random sample of cases to ascertain the level of beneficial
ownership information that is publicly available through the stock exchanges, with a view to
also linking to this information through the Companies House website.

SANCTIONS - Credible dissuasive sanctions are the only way to ensure companies provide accurate
PSC data. In the UK, disclosing misleading or false PSC information to the register, whether
deliberate or “recklessly”, may result in a criminal offence and a fine and/or prison sentence of up
to two years.'® Currently, Companies House and other executive agencies refer cases to the
Insolvency Service, where the criminal enforcement team prosecutes breaches of Insolvency and
Company Law."*In Scotland the Crown Office and Procurator Fiscal Service holds responsibility for
prosecuting Scottish corporate entities, including SLPs, for breaches of PSC rules. However, so far,
no fines have been issued for PSC filings,'* including for SLPs,'*® and there is no evidence of cases
being referred for investigation.

In March 2018, Companies House issued its first prosecution for a false filing of company
information, sanctioning Kevin Brewer who had set up fake companies and registered UK politicians
as directors and shareholders without their knowledge.'” Unfortunately, this is not the victory it
may seem. Kevin Brewer had set up these companies as a stunt to expose the lack of checks
conducted by Companies House during incorporation.*® He was fined £12,000 and remains the only
person to have been prosecuted.

© Companies House, the Insolvency Service and the Crown Office and Procurator Fiscal Service
in Scotland should enforce sanctions by issuing fines and, where appropriate, prosecuting
companies and individuals who are non-compliant with the PSC rules. This should include the
large number of Scottish Limited Partnerships who have failed to identify a PSC and are liable
for daily fines of £500.
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TRUSTS - When a trust exercises control over a UK company, the PSC register requires the
registration of trustees, as well as anybody else who has significant influence or control over the
activities of that trust or company.'*® This runs contrary to EU regulations, whose definition of the
beneficial owner of a trust is much wider, and automatically includes the settlor, trustee, protector,
beneficiaries or class of beneficiaries, and any other person exercising effective control over that
trust.*® Itis also inconsistent with the UK’s current register of trusts with tax consequences, held by
HMRC.™! By failing to include specific categories of owners such as the settlor and beneficiaries,
thereis a real risk of using trustees to obscure the real owners of a UK company.

Trusts present unique money-laundering risks, proving so elusive to track down and prosecute that
law enforcement authorities admit to giving up investigations when they come across a trust. As a
result, the extent of their use for criminal purposes is critically underreported.’”® The UK
Government’s own money laundering assessment found trusts are “known globally to be misused
for money laundering”, with overseas trusts presenting particularly high money laundering risks.'?

© The PSC rules should be amended to require the recording of settlor(s), trustee(s),
protector(s), and beneficiaries of a trust as PSCs when a trust is identified as controlling a UK
company.

THRESHOLDS - The UK only requires beneficial owners to report themselves as PSCs if they control
25% of the shares or voting rights in a company. This high threshold creates a risk that significant
interests in a company may not appear in the register, and money launderers will simply be able to
structure company ownership so that no shareholding passes the threshold. The result is that
deliberate strategies to avoid PSC disclosure may be lost among hundreds of thousands of
companies filing that they have no PSC. Global Witness has previously identified examples where
owning as little as 10% of a company raised serious red flags,'** and even cases related to extractive
industries where a 1% company stake is worth reporting - where company ownership can be
extremely profitable and corruption risks are very high.

Not only is the threshold too high, but there are also challenges resulting from the banding of
ownership stakes in a range from 25% to 50%, 51% to 75%, or 76% to 100%. This will always result
in an imprecise figure and can make it difficult to compare data across jurisdictions. As the vast
majority of UK companies have only up to six PSCs, there is limited additional burden in requiring
companies to file a specific percentage.

© Ideally, there should be no ownership threshold and companies should be required to report
their PSCs’ holdings of shares or voting rights in exact percentages.
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More fundamentally, there are underlying gaps in the institutional setup and resourcing of
Companies House that undermine the effective functioning of the PSC regime:

INSTITUTIONAL SETUP - Companies
House is responsible for registering
company information and making it
available to the public, as part of its
statutory role as the UK registrar of
companies. With regard to the PSC
register, Companies House s
4oy /50 responsible for ensuring companies
Compan-‘es HO\Jse comply with the PSC rules, such as
s ivation 85415 @) pursuing companies that fail to file
PSC information.'?> Companies House

of the Department for Busint

ive Agency
Executive Age
House is an
Companies

is not formally responsible for
verifying PSC data - meaning it can to
some extent accept PSC statements at
face value - and lacks investigative

powers. This limits Companies House
ability to proactively refer companies
and relies on other UK investigative
bodies to find and look into suspicious

Companies House in London © iStock.com/whitemay

activity revealed by the register.

As a result of its limited mandate, Companies House’s efforts have so far focused more on
addressing superficial inaccuracies than on systematically examining the reliability of information.
While Companies House has taken some steps to pursue likely non-compliant companies -
including writing to 2,500 companies with corporate PSCs in secrecy jurisdictions'® - this falls far
short of a comprehensive approach.

Problems are also apparent in the way Companies House directly incorporates companies. By law,
private sector formation agents should not establish a business relationship without having
completed customer due diligence, but a legal loophole means this standard does not apply to
Companies House. Consequently, Companies House cannot refuse a request to incorporate a
company and companies incorporated by them are not sufficiently subject to checks, increasing the
risk that UK companies are used by criminals.

In terms of prosecutions, Companies House only has a limited role and mainly deals with cases
related to filing of accounts and confirmation statements. The Insolvency Service is responsible for
prosecuting the vast majority of offences under the Companies Act, but as mentioned above, has
yet to prosecute a single case related to PSC filings.

This all points to the wider problem of a fragmented institutional setup and a lack of political will to
capitalise on the opportunity at hand to use the register to detect and deter crime. There is no
verification of PSC data, no systematic sanctioning for non-compliance and no method for using the
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data in the PSC register to identify suspicious filings and generating investigative leads - all
opportunities for policing the register that are currently being missed.

© The Secretary of State for Business, Energy and Industrial Strategy should direct Companies
House, under s.1061 of the UK Companies Act, to take all reasonable steps to monitor and
ensure compliance with company law —including the completeness and accuracy of PSC
submissions. This should clarify that Companies House has direct responsibility for validating
and verifying PSC data, both during incorporation and as part of its role in overseeing the
register.

© The Government should also consider giving Companies House investigative powers to
pursue suspicious companies, or ensure this task is carried out by other parts of Government
in close coordination with Companies House.

© The Government should set up a cross-agency working group to facilitate cooperation and
support an effective PSC regime, including Companies House, HMRC, the Department for
Business, Energy and Industrial Strategy (BEIS), the National Crime Agency and the
Insolvency Service.

RESOURCES AT COMPANIES HOUSE - Until recently, Companies House only had six staff
responsible for policing the 4 million companies on the PSC register.”” In January 2018, the
Government confirmed there are now 20 staff employed to deal with PSC compliance activities.**®
As a point of comparison, there are currently 3,765 staff working at the DWP investigating benefit
fraud and error.*” It is impossible for Companies House to take on more responsibility for verifying
data and policing the PSC register without adequate resources. One possible source for funding
could be the future income generated from fines for non-compliance with the PSC rules.

© The Government should give Companies House more resources, including staff and funding,
to carry out thorough verification, identify suspicious activity, and pursue prosecutions
related to PSC information.
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BEHIND THE SCENES: COLLABORATING WITH DATAKIND UK

The UK Persons of Significant Control register is easy-to-use and searchable for the average user
simply wanting to look up a specific company and see who controls it. All you need is a web browser
and an internet connection. However, analysing this same data presents different challenges. With
over 4 million PSCs listed as of 1st March 2018, the data far exceeds the upper limits of what a
standard spreadsheet application such as Microsoft Excel can open.

Given the engineering and
analytical challenges
associated with data of this
size, Global Witness sought
the expertise of DataKind
UK, a non-profit organisation
dedicated to using data
science for social good. The
analysis presented in this
briefing by Global Witness is
based on a collaborative
effort with a team of

volunteer data scientists
The first DataDive looking at the UK Persons of Significant Control data recruited and managed
was organised in November 2016. It brought together 30 data scientists through DataKind UK.
including the head of software for a Formula 1 team, an astrophysicist

and a former consultant to the UK tax authority.

The first stage of collaboration with DataKind began with a two-day long event in November 2016,
almost six months after the launch of the UK beneficial ownership register. The event, organised in
collaboration with OpenCorporates, Spend Network and OCCRP, was used to develop an
exploratory analysis of the register.’* The insights and investigative leads generated that day were
passed onto Companies House, which has since made changes to the register’s nationality field and
age prompts, and looked further into 2,500 companies linked to secrecy jurisdictions.**!

In 2017, the second stage of collaboration with DataKind began, involving a dedicated team of four
volunteer data scientists working alongside Global Witness. This resulted in a comprehensive
analysis of the data in the UK PSC register, and the development of new tools for exploring the
register through a network graph. The methodology used, codes and steps taken are all described
in detail on Global Witness’ code storage site.'*?

The insights outlined in this briefing were obtained using free software, a small team of volunteer
data scientists and Global Witness staff, demonstrating that Companies House could easily find
ways of identifying potential non-compliance and poor quality data without incurring large
additional costs.

www.globalwitness.org
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Trade Point Agro Limited:
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8 Reuters, Ukraine money-go-round: how $1.7 billion in bank
loans ended up offshore, Jan 2018. Available at:
https://uk.reuters.com/article/uk-ukraine-privatbank-
insight/ukraine-money-go-round-how-1-7-billion-in-bank-
loans-ended-up-offshore-idUKKBN1FDOGN

>

4 Financial Times, UK court freezes $2.5bn of Ukraine oligarchs
assets, Dec 2017. Available at:
https://www.ft.com/content/4bc2f436-e5d9-11e7-8b99-
0191e45377ec

%0 England and Wales High Court (Chancery Division)
Decisions, Shahar v Tsitsekkos & Ors EWHC 2659, Nov 2004.
Available at:
http://www.bailii.org/ew/cases/EWHC/Ch/2004/2659.html

51 National Bank of Ukraine, Kroll confirms: before
nationalisation PrivatBank was subjected to a large scale and
coordinated fraud, which resulted in a loss of at least USD 5.5
billion, [press release] Jan 2018. Available at:
https://bank.gov.ua/control/en/publish/article?art_id=624253
22&cat_id=76291

52 National Bank of Ukraine, Fraud identified in PJSC CB
“PRIVATBANK?” for the period before nationalisation, 2018.
Available at:
https://bank.gov.ua/doccatalog/document?id=62483491

%3 Reuters, UPDATE 2-Ukraine central bank says PrivatBank was
used for shady deals, money-laundering, Jan 2018. Available
at: https://www.reuters.com/article/ukraine-
privatbank/update-1-ukraines-cenbank-says-privatbank-was-
used-for-shady-deals-money-laundering-idUSL8N1PB35E

% Reuters, Ukraine money-go-round: how $1.7 billion in bank
loans ended up offshore, Jan 2018. Available at:
https://uk.reuters.com/article/uk-ukraine-privatbank-
insight/ukraine-money-go-round-how-1-7-billion-in-bank-
loans-ended-up-offshore-idUKKBN1FDOGN

% Global Witness, Mystery on Baker Street, July 2015, p.7-8.
Available at:
https://www.globalwitness.org/en/campaigns/corruption-
and-money-laundering/mystery-baker-street/

% https://beta.companieshouse.gov.uk/company/05453405

Thttps://beta.companieshouse.gov.uk/company/06739030/fil
ing-history

*®https://beta.companieshouse.gov.uk/company/06661308/fil
ing-history

% https://beta.companieshouse.gov.uk/company/05453405

% Global Witness, Mystery on Baker Street, July 2015, p.8-10.
Available at:
https://www.globalwitness.org/en/campaigns/corruption-
and-money-laundering/mystery-baker-street/

%1 Farmont’s Financial Statements for the Year Ended
December 2016, para. 16, available
here:https://beta.companieshouse.gov.uk/company/0545340
5/filing-
history/MzE4NjA30TY4M2FkaXF6a2N4/document?format=pdf
&download=0; Dynamic’s Financial Statements for the Year
Ended December 2016, para. 15, available here:
https://beta.companieshouse.gov.uk/company/06739030/fili
ng-
history/MzE4NjA30TY4MWFkaXF6a2N4/document?format=pd
f&download=0; Parkview’s Financial Statements for the Year
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Ended December 2016, para. 14, available here:
https://beta.companieshouse.gov.uk/company/06661308/fili
ng-
history/MzE4NjA30TY4MmFkaXF6a2N4/document?format=pd
f&download=0.

2 http://www.landmarkgroup.com/int/en/home

®https://beta.companieshouse.gov.uk/company/08613562/p
ersons-with-significant-control;
https://beta.companieshouse.gov.uk/company/08613562/per
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#Global Witness, Two years on we’re still in the dark about
86,000 anonymously owned UK homes, [blog post] Dec 2017.
Available at: https://www.globalwitness.org/en-gb/blog/two-
years-still-dark-about-86000-anonymously-owned-uk-homes/

® The risk posed by 'mailbox addresses' is that they enable
companies to be set up for criminal purposes using false
identities. The companies have a safe address where they can
receive mail, which has no connection with where the owners
live and it therefore helps them avoid detection.
https://www.gov.uk/hmrc-internal-manuals/money-
laundering-regulations-compliance/mlr3c10475

% This is the number of active companies that are registered
at an address with over 1,000 companies registered there.

¢ Disqualified directors are former directors of UK companies
that have been disqualified from being directors by the UK
courts and the Insolvency Service.
https://www.gov.uk/search-the-register-of-disqualified-
company-directors

% Poses a risk as it suggests a link between the company and
previous nefarious activity.

% The number of companies we could identify that were
either registered at a postcode or shared an officer or PSC
with a company suspected of previously being involved in
money laundering. The data on suspected companies was
compiled by Transparency International UK using media
reports, court records and other publicly available sources.

™ inks to a secrecy jurisdiction or tax haven, suggests a
deliberate attempt to avoid regulations in the UK and obscure
the beneficial owner.

" This is the number of active companies that have either an
officer or PSC (individual or corporate) control that is
registered or located in a jurisdiction that has Secrecy Score
of more than 60 in the Tax Justice Initiative 2018 Financial
Secrecy Index.

2 politically exposed persons - including Heads of State,
senior politicians, senior government, judicial or military
officials, and their family members and associates - are
considered high risk customers and require enhanced due
diligence. See: FATF, Guidance Politically Exposed Persons,
June 2013. Available at: http://www.fatf-
gafi.org/media/fatf/documents/recommendations/Guidance-
PEP-Rec12-22.pdf

™ This is the number of companies whose officers or PSCs we
have identified as probably being politicians. We have
identified politicians using the EveryPolitican.org database
(accurate as of 28th March 2018) and associated them with
Companies House data using first name, last name and month
and year of birth.

™ Suggests an attempt to obscure the real activities of the
company. See: FATF, Money Laundering and
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Terrorist Financing Vulnerabilities of Legal Professionals, June
2013. Available at: http://www.fatf-
gafi.org/media/fatf/documents/reports/ML%20and%20TF%2
Ovulnerabilities%20legal%20professionals.pdf

" This is the number of active companies that have changed
their name more than 5 times.

6 There is a risk that the PSC is functioning as a nominee PSC
and therefore being used to hide the real ownership of the
company. See: FATF, Money Laundering Using Trust and
Company Service Providers, Oct 2010. Available at:
http://www.fatf-
gafi.org/media/fatf/documents/reports/Money%?20Launderin
£%20Using%20Trust%20and%20Company%?20Service%20Pr
oviders..pdf

" This is the number of companies that are controlled by a
PSC (individual or corporate) which itself controls more than
100 companies.

8 When owned by a trust, only the trustee details are
disclosed (usually a nominee), not the settlor or beneficiaries
of the trust - this would obscure the true beneficial owners.
See: OECD, Behind the Corporate Veil, 2001, p.25-27. Available
at: https://www.oecd.org/corporate/ca/43703185.pdf

™ This is the number of companies that disclose they are
controlled by a trust in some way.

8 For example HSBC has begun to use artificial intelligence
technology to automate some of its compliance processes.

Reuters, HSBC partners with Al startup to combat money
laundering, June 2017. Available at:
https://uk.reuters.com/article/us-hsbc-ai/hsbc-partners-with-
ai-startup-to-combat-money-laundering-idUKKBN18S4M5

81 York Press, Businessmen’ Adrian Paul Davidson and Marc
Feldman in £159,000 fraud, Aug 2010. Available at:
http://www.yorkpress.co.uk/news/8308176.___Businessmen_
___Adrian_Paul_Davidson_and_Marc_Feldman_in___159_00
0_fraud/; HMRC, ‘Free Wi-Fi gang’ sentenced for £10m
smuggling tax fraud, [press release via mynewsdesk.com], Dec
2016. Available at: http://www.mynewsdesk.com/uk/hm-
revenue-customs-hmrc/pressreleases/free-wi-fi-gang-
sentenced-for-ps10m-smuggling-tax-fraud-1693900

82 A company may be dormant if it is not doing business and
does not have any other income, such as investments. For
more information see: https://www.gov.uk/dormant-
company

% For more information on the distinction between traditional
relational databases and graph databases and the advantages
graph databases offer when asking questions about
relationship see https://neo4j.com/developer/graph-db-vs-
rdbms/

8 http://www.michaelgleissner.com/

8 Allemann, A. Michael Gleissner ordered to pay Apple £38,085
in trademark dispute, Domain Name Wire, April 2017. Available
at: https://domainnamewire.com/2017/04/04/michael-
gleissner-ordered-pay-apple-38085-trademark-dispute/; IPO,
Decision making 0-015-17, Jan 2017. Available at:
https://www.ipo.gov.uk/tm/t-decisionmaking/t-challenge/t-
challenge-decision-results/001517.pdf

81PO, Decision making 0-015-17, Jan 2017. Available at:
https://www.ipo.gov.uk/tm/t-decisionmaking/t-challenge/t-
challenge-decision-results/001517.pdf

87 Companies House, Guidance: Company formation agents
and secretarial agents, May 2018. Available at:
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https://www.gov.uk/government/publications/formation-
and-company-secretarial-agents/company-formation-agents-
and-secretarial-agents

8 Duport [webpage] available at:
https://www.duport.co.uk/news-centre/2014/june/20140625-
net-company-growth-shoots-up-in-Colchester.php

8 Duport [webpage] available at:
https://www.duport.co.uk/company-
formation/ready_made_companies.php

% Duport [webpage] available at:
https://www.duport.co.uk/company-
formation/ready_made_companies.php

91 Duport [webpage] available at:
https://www.duport.co.uk/company-
formation/reserve_name.php

9https://beta.companieshouse.gov.uk/company/04503188/of
ficers

3 Bullough, O., Offshore in central London: the curious case of
29 Harley Street, April 2016. Available at:
https://www.theguardian.com/business/2016/apr/19/offshor
e-central-london-curious-case-29-harley-street

“https://beta.companieshouse.gov.uk/company/05071883/of
ficers

% The Insolvency Service, £1 million ‘stock market charting’
companies wiped out, [press release] June 2015. Available at:
https://www.gov.uk/government/news/1-million-stock-
market-charting-companies-wiped-out

%Transparency International, The state of corruption in
Armenia, Azerbaijan, Georgia, Moldova and Ukraine, June
2015. Available at:
https://www.transparency.org/whatwedo/publication/the_st
ate_of_corruption_armenia_azerbaijan_georgia_moldova_an
d_ukraine https://freedomhouse.org/report/special-
reports/perpetual-battle-corruption-former-soviet-union-
and-new-eu-members

97 UK Parliament, Register of Members' Financial Interests,
available at: https://www.parliament.uk/mps-lords-and-
offices/standards-and-financial-interests/parliamentary-
commissioner-for-standards/registers-of-interests/register-
of-members-financial-interests/

% The Telegraph, Exclusive: Jeremy Hunt admits breaking
Government's own rules over company he used to buy seven
flats, April 2018. Available at:
https://www.telegraph.co.uk/politics/2018/04/12/exclusive-
jeremy-hunt-admits-breaking-governments-rules-company/

; The Guardian, 'Honest mistake': Jeremy Hunt sorry for failure
to declare luxury flats purchase, April 2018. Available at:
https://www.theguardian.com/politics/2018/apr/13/jeremy-
hunt-sorry-for-luxury-flat-purchase-errors

“https://beta.companieshouse.gov.uk/company/10970413/p
ersons-with-significant-control

10 The Telegraph, Exclusive: Jeremy Hunt admits breaking
Government's own rules over company he used to buy seven
flats, April 2018. Available at:
https://www.telegraph.co.uk/politics/2018/04/12/exclusive-
jeremy-hunt-admits-breaking-governments-rules-company/

101 At the time of publication the standard was in draft form
http://beneficial-ownership-data-
standard.readthedocs.io/en/master/schema.html#schema-
browser
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