








the Senate Riggs report as being controlled
by the president, and 10% owned by the
government.®

What this means is that from the perspective
of the banks in the U.S.: Wachovia, Bank of
America, UBS, First American Trust and
Union Bank of California, there are two
possibilities.

One is that if the wire transfers came with
originator information identifying Teodorin
and/or his company Somagui Forestal,
(which was publicly named as owned by
TNO in the Senate report into Riggs),

the banks went ahead and processed the
transactions anyway, despite knowing who
they were dealing with. According to the
documents, Wachovia and Bank of America
filed SARS and ultimately closed all accounts
associated with Obiang and his associates.
The documents did not mention if the other
banks did so (if they didn’t, this would be
very concerning, suggesting that either they
knew there was a problem and did nothing,
or failed to spot the problem).

The other possibility is that the wire
transfers arrived without originator
information, in which case U.S. banks are
accepting funds without knowing where they
come from. The filing of SARs in such a case,
as required by the FATF standard and the
U.S. regulations, does not prevent the money
being transferred into the U.S.

Neither of these possibilities is a pleasing
prospect. Either way, the result is that the
lessons of Riggs have not yet been learnt:
banks in the U.S. have funneled millions
of dollars of money through shell
corporations for TNO, allowing him to
purchase a luxury home and private jet
while the people of Equatorial Guinea
continue to live in poverty.

Global Witness has contacted all of the
banks mentioned in the documents, in the
U.S., France and Equatorial Guinea, to ask
them what due diligence, if any, they did on
these transfers and whether they knew that
the originator was Teodorin Obiang. Fortis,
Banque de France, Wachovia and UBS
have replied.

Fortis said that bank secrecy prevented it
commenting on specific clients, and that
it complies with regulations on money
laundering and terrorist financing. Bank
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of America said it could not comment, and
complies with the ‘the letter and the spirit’ of
regulations in countries where it operates.®”
Banque de France said it could not comment,
and listed the French laws and regulations
on money laundering. On wire transfers

it said it required that its correspondent
banks comply with FATF anti-money
laundering standards.%® A representative of
Wachovia stated that TNO did not hold an
account with Wachovia. However, she said
that it would be possible to transfer money
semi-anonymously, through Wachovia’s
correspondent bank accounts by for example
using a third-party bank as middleman.®

UBS said it could not comment on this
specific case, but explained its policies

for due diligence on correspondent banks
and monitoring of wire transfers. Its ‘pre-
execution monitoring’ screens names of
‘terrorists, drug kingpins, weapons of mass
destruction proliferators’ and can freeze

and reject payments if necessary; however
politically exposed persons on not on these
lists, unless ‘designated’ by one or more
jurisdictions, as this would create too many
false positives. ‘Post-execution monitoring’, it
said, takes place after transfers have moved,
identifying ‘red flags’ such as unusually
large payments, round amounts and
suddenly active amounts. and then manually
reviewing such transactions to determine if a
SAR needs to be filed. ‘In a case such as the
one to which you refer, UBS would expect

its post-execution monitoring tools to flag
large transactions with a client if these were
unusual,’ it said.™

Banks are not allowed by regulation to
comment on whether they have filed a
suspicious activity report. Union Bank
of America, First American Trust FSB,
Natixis, and the banks in Equatorial
Guinea did not comment.

A representative of the law firm McAfee
and Taft, which according to the documents
received payments of $10.3 million into

an escrow account, denied that Teodorin
was a customer of the firm and said the
firm did not have direct knowledge of the
transactions, which must have been on
behalf of another client.”

Michael Jay Berger, TNO’s lawyer, who
according to the documents had received
$800,000 in wire transfers, failed to respond
to multiple requests for comment.



An oil refinery in
Equatorial Guinea.
Is the U.S.’s
failure to take
action against TNO
motivated by oil?
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arring a coup d’état,

it is likely that President
Obiang, age 67, will

rule until his death and then
hand off power to a chosen
successor.

Teodorin is widely considered to be the
leading candidate to inherit power. “The
guy knows how to play politics,” says
Bennett, the former American ambassador.
“He’s seen as the junior Big Man.”™

These documents show that the Justice
Department and ICE were collecting
evidence to prosecute Teodorin for money
laundering, and seek forfeiture of his assets
in the U.S.. According to documents seen
by Global Witness, a U.S. delegation met
French investigators in September 2007,

a meeting at which this evidence was
discussed. The outcome was that the U.S.
would submit to the French authorities

a ‘commission rogatoire internationale’,

or a formal request for cross-border legal
assistance. Could the lack of legal action
against TNO stem from political pressure
to ignore the crimes of a possible future
president of an oil-friendly ally? Or are
there insurmountable legal obstacles to
prosecuting TNO, who has diplomatic
status from his government? It is impossible
to say with certainty, and neither the
Justice Department, State Department, nor
ICE would comment for this article.

After being informed of the contents of
the government documents, Lawrence
Barcella, a former federal prosecutor,
offered this comment:

“To build a case like this you have to prove
that his money comes from the proceeds of
corruption. That would generally require
the cooperation of the foreign government
in order to gather sufficient evidence, and
in this case Equatorial Guinea is obviously
not going to cooperate. It looks like they
[prosecutors] have grounds for probable
cause, which would be enough to get a
warrant and an indictment, but they have
to get over the hump of probable cause to
beyond a reasonable doubt and that’s a lot
tougher. Justice Department guidelines say
you should not seek an indictment unless
you believe you can meet the reasonable
doubt standard.”™

However, Barcella said that even if
Justice could not prosecute TNO, the State
Department could bar him from entering
the country. “Traveling into the United
States is not a right, it’s a gift. He could
very easily be declared PNG and denied
entry. For years, John Lennon couldn’t
enter the United States because he smoked
marijuana. You can deny a visa for any
reason.” He said it would be more difficult,
but not impossible, to seize TNO’s assets.
“That’s where his diplomatic passport
comes in handy,” he said. “That doesn’t
grant him total immunity, but it makes

it damn harder, and it would cause a big
blow-up.”




Jack Blum shared much of Barcella’s
assessment. “Would I like to see him
prosecuted,” he asked. “Of course. But
gathering the evidentiary material to prove
the illegal origins of [TNO’s] money would
not be easy and [bringing a case] would
turn the U.S. relationship with Equatorial
Guinea on its head, and that’s of some
interest given all the oil.” He agreed that
barring TNO from the country would be a
simple matter, adding, “That is a sensible
step that would have real impact, as it
would put off limits to him of all his assets
in the United States.”

Blum believed the failure to take action
against Obiang could be politically
motivated. He noted that several other
Justice Department cases involving oil
kleptocracies — including the so-called
“Kazakhgate” scandal, in which the
president of Kazakhstan allegedly received
tens of millions of dollars in payoffs from an
American businessman representing U.S. oil
companies — have been mysteriously bogged
down for years. “It’s quite possible that
there is high-level political interference” he
said. “As U.S. citizens, we have the right to
know what’s going on here. If they are going
to drop the cases, they need to lay out the
facts and explain why.”

“The U.S. Presidential Proclamation
7750...[has] a ‘reason to believe’ standard,
meaning that the proclamation can be
applied absent conviction for a crime of
corruption,” Kathleen Hamman, now a
trial attorney in the Justice Department’s
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Malibu, where TNO
has a house. The
U.S. government
needs to use its
powers to deny
visas to politicians
where there is
credible evidence
they are involved
in corruption

fraud section, explained in a speech about
the Kleptocracy Initiative in 2005.* When
it called for corrupt foreign officials to

be barred from the country, Congress

set a threshold of “credible evidence”

for the State Department to make that
determination.

There is every reason to believe that TNO
has been massively enriched by corruption
and a vast amount of credible evidence
that supports that conclusion. One can
argue about the legal and political issues
involved in prosecuting him or seizing his
assets. There is no doubt at all, though,
that he is ineligible to enter the United
States under 7750. If the Kleptocracy
Initiative has any meaning at all, he
should be banned now.

Global Witness sought an interview

with Teodorin Obiang to offer him an
opportunity to respond to these allegations.
Approaches were made through the
Equatorial Guinea embassy in the U.S.,
and through the country’s Washington PR
firm, Qorvis. An embassy spokesperson
offered only the following statement:

“We have not been contacted by any
Government Agencies and are not aware

of any ongoing investigation into the
Government of Equatorial Guinea or any of
its representatives.””

A Justice Department spokesperson said
it could not confirm or deny the existence
of any investigation; the State Department
and ICE said they could not comment.™



President Obama
in Ghana, June
2009: “No country
is going to create
wealth if its
leaders exploit the
economy to enrich
themselves”
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POLICY
RECOMMENDATIONS

As well as a clear public
explanation as to why the
case has stalled and what
can be done about it, the

U.S. government also needs
to develop a comprehensive
policy approach to implement
meaningfully the 2006 anti-
Kleptocracy Initiative, the
aspirations and intent of which
Global Witness fully supports.

Since it passed the landmark Foreign
Corrupt Practices Act in 1975, the U.S.
has generally taken a far more effective
and robust approach to tackling foreign
corruption and bribery than many of

its peers (indeed, Global Witness would
argue that it remains the only credible
global enforcer of anti-corruption norms).
Nonetheless, this story shows that
dangerous ‘holes in the fence’ remain and
that well-intentioned efforts to tackle the
flows of corrupt money into the U.S. often
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fail because it is difficult to gather evidence
against venial ruling elites when they are
able to use the sovereignty of their captured
and corrupted state as a shield.

The recommendations below cover some of
the immediately practical policy approaches
that could be taken to further the anti-
Kleptocracy Initiative and as part of a wider
strategy to tackle the U.S.’s facilitation of
foreign corruption which leaves so many
millions of ordinary citizens around the
world in destitution and under brutal and
oppressive governments.

1) Visa denial

A U.S. visa is a highly prized possession

in many countries around the world; its
denial is an effective discretionary sanction.
Unlike a prosecution, it can be imposed
immediately and does not require proof of
guilt. Visa denial is particularly effective
as it can also target the family members

of a corrupt official. Language in the 2008
and 2009 Consolidated Appropriations Acts
requires that “the Secretary of State shall
compile and maintain a list of officials of
foreign governments and their immediate
family members who the Secretary has
credible evidence have been involved in
corruption relating to the extraction of




natural resources in their countries” and
that “any individual on the list compiled
under subsection (a) shall be ineligible

for admission to the United States”.”
Teodoro Obiang Nguema is clearly such an
individual, so why is he still allowed to travel
to and through the U.S.?

There is a clause in the Appropriations Acts
suggesting that somebody might be allowed
into the U.S. despite evidence against them so
that law enforcement can continue to gather
information. But clearly in this case the
action has stalled, so logic would dictate that
he ought to be denied a visa from now on.

2) Make banks do their
customer due diligence

properly

Global Witness’ report Undue Diligence:
How banks do business with corrupt regimes,
published earlier this year, highlighted
numerous examples of banks doing business
with some of the most corrupt dictators and
their kin in the world. The banks either did
not know who their customer was, or they
knew and they did not care, or they told their
regulators and their regulators did not care.
This story now raises similar concerns.

The regulators must examine the steps
taken by the banks that feature in this
report and ascertain if they fulfilled their
regulatory requirements, and punish them if
they did not. The question of whether banks
are taking sufficient steps, from an ethical
perspective, to avoid facilitating corruption
must also be examined.

As described above, it may be possible

for a bank to be in compliance with the
letter of the law while still able to do
business with a corrupt customer. While
the U.S. must be acknowledged as having
led the global move towards improved
anti-money laundering laws, there are
some crucial gaps in its own regulatory
framework that must be addressed as a
matter of urgency. The ongoing regulatory
reform process in Congress offers an
opportunity to do so.

The U.S. must make it explicit,
either through primary legislation
or rulemaking, that as part of their
customer due diligence, banks must
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Rep. Barney Frank’s
(D-Mass) House
Committee on
Financial Services
is currently working
on reforms to
financial regulation
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find the beneficial owner of all corporate
vehicles as a condition of them opening
an account. This will help to bring

the U.S. into compliance with FATF’s
Recommendation 5, which by requiring
banks to know who they are dealing
with is the cornerstone of any anti-
money laundering framework.

The U.S. must change its regulations on
wire transfers to match the European
standard so that if there is no or
incomplete originator information, the
bank must either obtain it from the
paying bank, or not accept the transfer.
This must apply to transfers coming
from within or without the U.S.. The
U.S. should also push for this standard
to be adopted by FATF as the required
level for compliance with Special
Recommendation VII.

The U.S. must strengthen its anti-
money laundering regulations to require
banks only to accept funds from senior
political figures, their family members
and known associates,’® if the bank has
strong evidence that the source of funds
is not corrupt. As well as implementing
this measure itself, the U.S. should
push for this recommendation to be
adopted by FATF so that it becomes an
international standard.™

The U.S. should follow the model
adopted by the UK, where after filing



An oil company
compound in
Equatorial Guinea.
Oil companies need
to publish what they
pay to governments
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a SAR banks are required to wait

for consent to proceed from the
authorities, within a given time span,
before continuing the transaction.

+  Company formation agents can
facilitate corruption by setting up
shell companies used by corrupt
politicians or other money launderers.
Currently they are not regulated for
money laundering purposes in the
U.S., which means they do not have
to undertake due diligence on their
clients or file suspicious activity
reports; this represents a significant
weakness in America’s fight against
dirty money. Therefore, the U.S.
must apply anti-money laundering
obligations to company formation
agents.

+  The U.S. should use its influence
within the Financial Action Task
Force to ensure that FATF fulfils
the recent G20 requirement to ‘help
detect and deter the proceeds of
corruption by prioritizing work to
strengthen standards on customer due
diligence, beneficial ownership and
transparency.”®

3) More transparency over
the beneficial ownership of
corporate vehicles

Teodorin Obiang was able to buy his
property in the name of a U.S.-registered

shell company, Sweetwater Management
Inc, and his jet in the name of another,
Ebony Shine International, incorporated
in the British Virgin Islands.

Lack of transparency over the ownership
of corporate vehicles such as these,
behind which the corrupt, or indeed U.S.
tax evaders, can hide, is a significant
impediment to the working of the anti-
money laundering laws and the tracking
down of illicit funds by law enforcement
after they have been moved.

The U.S. Congress should pass without
delay the provisions of Senator

Levin’s proposed S.569 Incorporation
Transparency and Law Enforcement
Assistance Act Bill, which would require
incorporators of companies in the U.S.
to provide beneficial ownership details
to their state.

Internationally, the U.S. should use

its influence in FATF to push for a
standard of national registries to be
adopted internationally as a mandatory
criterion for compliance with FATF’s
recommendations 33 and 34. (These
recommendations require countries to
prevent misuse of corporate vehicles or
legal arrangements such as trusts for
money laundering purposes, and suggest
that they do so by making beneficial
ownership information available; the
problem is that they allow compliance
at a standard of relying on law
enforcement to access the information:
this standard is too low.)



4) Help prevent the money
from being stolen in the first
place by requiring more
transparency over oil income

Equatorial Guinea’s money comes from
oil, mostly from revenues paid by U.S. oil
companies.

Its income remains a state secret. In
2008, the Equatorial Guinean government
signed up to the Extractive Industries
Transparency Initiative® to improve
disclosure of its oil income and allow

the country’s ordinary citizens to track
that money into the national exchequer,
but progress has been moribund and

no figures have been released. Oil
companies meanwhile claim they support
transparency but that they cannot
publish any financial information without
permission or they will violate the
swingeing confidentiality clauses in the
production contracts that they signed with
the Equatorial Guinea government.

Fortunately, there is a get-out of these
confidentiality provisions for information
required by an applicable accounting law or
stock exchange rule. Recent legislation in
front of the Congress is intended to do just

T o
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that and could put the amount of oil money
provided to the EG government into the
public domain for the first time and thereby
help prevent its gross diversion and theft
into private pockets.

In May 2008, Chairman Barney Frank of
the House Committee on Financial Services
introduced the Extractive Industries
Transparency Disclosure (EITD) Act,
which requires companies to report their
country-by-country payments for oil, gas
and minerals to the U.S. Securities and
Exchange Commission.®? In September
2009, the renamed “Energy Security
through Transparency Act of 2009” was
introduced by a bipartisan coalition of
Senators Lugar, Cardin, Schumer, Wicker
and Feingold.® The bill would require
energy and mining companies to reveal
how much they pay to foreign countries
and also to the U.S. government for oil,
gas, and other minerals. The international
Publish What You Pay coalition of over
400 civil society organisations in over 70
countries, of which Global Witness is a
founding member, is cheerleading for this
legislation as are some major U.S. investors
(such as Calvert) and at least one major
multinational company (Newmont Mining).

The U.S. Congress should ensure that this
bill is passed as soon as possible.

siquo9/1ysey p3

Citizens would see
the benefits from
oil if the Energy
Security Through
Transparency Act
was passed
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